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1. I ntroducti on
The Internet is not a free resource. Access to and
'"Net comes at a cost to the participants, the servic
the recipients of those services made available by t
more readily available internet has all owed users ac
unprecedented number of peopl e. Due to the rapid gr
"mainstream" acceptance of the ' Net, new opportuniti
found for the distribution of +nformation to the vas
growing community of I nternet wusers. There are grou
individuals who choose to use the ' Net for purposes
not intended, thus defying the consensus among both
and the unwilling recipients. The aforementioned prac
cour se, is the sending of UnsbMhitited Commerci al and
messages, posts to Netnews groups, or other wunsolici
communi cati on. This condition has caused an awaken
the I nternatl e&ecrogmemuni ty
There are stereotypes that must be broken before con
persons who are new to the Internet are ignorant of
hi story and evolution, or its proper and ethical use
experi entcerdm Netnigzens against the use of the I nternet
advertising, mar keting, or other business purposes.
groups can find commonality is in their opposition t
I nternet in irresponsible ways. Some of these irres
include, but are not | imited to, the sending of Unso
Comme-Mai &l tB mailing lists, individuals, or netnews
I n the vernacular, this activity is called "spamming
"spam" [1]) . To understand why such activities are
one must first understand the true cost and ramifica
actions
The protocols and architecture upon which the ' Net i
are recognized and adhered to as standards, provide
and availability which foster and encourage easy com
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These standards were developed at a time when there
consider the concept of "rejecting" information. Wh
standards have evolved, they continue to emphasize o
communi cati on. As such, they do not associate costs
the-iwmseiated activities which may occur. Because of
openness, persons can and-Mhad Ilsemwd tlharge volumes of E
ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢
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l i-tenoe cost or financi al i mpact for the volume of mes:s
sent . Needl ess to say, this presents the attractive
who would consider such activity) of multiplying the
their marketing material, and presumabl vy, increasing
rate. However, and to reiterate an earlier statemen
there is a cost to be incurred at some point in this
relationship. -Mani It heed wearstei 0ifngg, since the cost of
operation does not increase on the part of the sende
therefore increase on the side of the recipient.
And it does. Ever y-Maedi messtagef bewesy aEcost ,
either direct (cost per message received, an increme
connection charges) or indirect (higher service fees
infrastructural costs associated with the additional
whi ch smeaihl imags create) . In addition, other resource
as the disk space and time of the recipient, are con
Because the recipients have no control over whether
receive such messages, the aforementioned costs are
involuntarily, and without consent. I't is this cond
absence of consent to bear t-he costs of receipt of a
di stributed message) that has shaped the Internet Co
viewpbhat the act of sending spam constitutes a wil
of service, money, and/ or resources. Those who choo
financi al i mpact, and instead focus on the consumpt.i
resour ces, have been known to | abel spam "I nternet P
The Internet provides a tremendous opportunity for b
|l arge and small There is certainly money to be mad
as a resource. This paper recommends practices and
I nternet in manners which are not parasitic; which w
mere existence, engender predetermined opposition,
other negative conditions. This paper does not guar
from those, or othe+ rmaedeaetri,ve tr psponsgdes t he
reader with a framework through which the marketer/ a
" Net community (and more importantly, the seller's t
coexi st as well as possible
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2. Image and Perception of the Advertiser
While it may appear to be financially attractive to
use oMegdvamsgi ng ("spam"), as a responsible Internet u:t
ADVERTI SERS SHOULD AVOID THI' S OPTI ON. The possibili
generation and market or business expansion are minu
compared to some of the risks:
- The alienation of the vast majority of the recir

of an advertising message [2]] 3]
ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢



- The damage or | oss of credibility in the advert:i
mar ket [ 2]

- Loss in advertiser's and/or seller's Internet
connectivity (most service providers have s
"zero tolerance" policies which prohibit th
of their systems for the sending of spam, o}
for encouraging or enabling such activities
- Civil and Criminal l'itigation. In the United St
(and progressively in other sovereign state
become accept edfsaes viiaccet t hat the theft
associated with spamming often constitutes
unl awf ul use of private property and is act
as trespass to chattels (a civil l aw term
tantamount to "theft") in civil court [4]]65
[ 8]
I't is a fundament al tenet to any I nternet presence t
be responsible for their I nternet "image", or the pe
create. I f an advertiser sells a product which is e
and the advertiser has not alienated, offended or an
di sproportionately | arger number of wuninterested rec
advertiser could be viewed as a hero. Conversely, a
broadcasting their product to millions of uninterest
the parties' cost, wildl earn the advertiser the mon
thief, or other | ess attractive names. The advertis
responsible for those actions, and the effects those
the marketplace, which is to say, the ' Net community
"On the I nternet, nobody knows you're a dog." [9] T
caption to an illustration published in the 1990"'s.
cl-eahe I nternet renders all/l parties anonymous The
to sell products in the trhanguaga,l ismdgees, channel s
relationships, eye coNntnactl omrgelro day pll ayn gmhaege
measuring an I nternet sale. Reputati on, reliability
trustworthiness, and integrity have taken the place
Gavin, et al . I nformational
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direct sales approaches that have been previously us
dictated by the rate at which both information and m
travel on the Internet. And, just as an Internet us
what messages are sent to them, neither can the Inte
contr ol the information that is disseminated about t
activities Some information wil!/| circulate that 1is
Perhaps there wild.l be cases where there wild.l be info
circulating which is downright incorrect. But, a su
reputati on, based on ethical behavior, wil!/l render t
piece of misinformation meaningl ess. For an adverti
responsibly on the Internet is for the advertiser an
active responsibility for their actions.
3 Coll ateral Damage
As this paper has pointed out, there is ample reason

ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢



he sending of spam wil/| result in a si
eactions, targeted at the advertiser a
hreats, Iitigation and retaliatory acti.i
hese reasons, "spammers" (and in partic
rovi dimag | mags servi ecear tfyorbddiimelsses) wi ll

requently take steps to ensure their anonymity. Th
arious for ms, and have been known to include:

- Forging the sender name, domai n name, or | P Addr
of the sender (called "spoofing")

- Sending messages through any type of hardware, ¢
or system which bepamtgys to an uninvolved th
(called "relaying")

I S numerous others
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- I n many countries, providing such materi al to ur
age minors is a c¢ri me. As the provider of
the advertiser's position is tenuous.

- I n some countries, such materi al is a crime to \
possess, or distribute ("trafficking"). As
owner or advertiser, a party engaging in su
must consider the ramifications of internat

event such risk, advertisers should qua t

advertising. Howeveévra, |i taddu ®tsslees not ed at
de little useful i nformation to that end. Rem
r rs

u 1t

o

net, nobody knows you're a dog. " Advert.i
alify a prospective recipient as an adul't
etionary and plenipotentiary authority.

ti sement i arcgentei p® pall@itgton in need of property
t ment opportunities may be sent to a group of s
dog.
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How then, does the prospective advertiser/seller det
qguality of their | eads? The essenti al requirement
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ertiser "know" their audience.
with all sales |l eads, the ones which are develope
the advertiser who wildl use them are of the most
i nherent value to c-lalnhalgt ibryg ctohd ecatiaagfirst
data directly from the prospective recipient, th
omplish two i mportant goal s:
The advertiser ensures that the recipient is ger
interested in receiving information. Thus,
can protect themselves from the negative i m
UMsaoli ¢I'spdmE) .
The advertiser maintadiqusaltife "alktihleity to "pre
| ead. One interested | ead is worth more, f
mar keting perspective, than millions of act
uninterested potenti al recipients.
an advertiser maintains an active website or uses
keting tool smgislu)c,h arsd dtireexctare i nterested in
suing Internet Advertising, the advertiser can ad
her sales | ead data in a relatively simple manner
spective of Responsible Use, the only such mechan
cussed in this tlenxt wohdepte, tthe BOpdi scussed
det ail l ater in this document .
et al I nformational
98 Advertising Responsibly
ardless of the manner in which the information 1is
ertain steps which the advertiser must foll ow.
t inform the person that data is being collected.
reason why the information is being collected mu
ted. BE AWARE! There are jurisdictions which re
|l ection of Personal Dat a. The | aws addressing co
ure handling of Personal I nformation will wvary fr
ce; advertisers must take steps to gain an unders
S
dence should be the advertiser's guide. I f an ad
ure as to the applicability or Il egality of an act
isdiction of the advertiser as well as that of th
ion must be avoided entirely Advertisers woul d
realize that, if they engage in spamming, they wi
ak the | aws of some jurisdiction, somewhere.
geting the Audience
ertisers have something to sell. I't may be a pro
er tangible or intangible item. And, of <course,
ds to get the wo+r dquowtkltyo t A trmar laé tl |,
ther the seller or the advertiser are making sale
fits if nobody is buying the product. However, Db
advertise the product, they must first deter mine
duct wil |l be advertised.
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are considerations in determining the answer t
text has already addressed how the sending of U

Comme-Mai &1 (Espam”") can generate a number of negative

I n addition, numerous surveys cited herein show that
majority -afvapud@lbilel ynailing |ists and Netnews groups
similarly abhor spam. The advertiser's first step s
to determine which avenues are appropriate for adver

advertisers must determine which avenues are appropr
SPECI FI C ADVERTI SEMENT. Advertisers are faced with
determining which Netnews groups accept ads, then of
groups are of a topic to which the proposed advertis
Similarly, the same work should be done for mailing
Advertisers should take some | evel of comfort in the
*are* Netnews groups and mailing |lists which wel come
finding them is a worthwhile investment of the adver
resources

For assistance in | ocfartiiemdIswcwe adivteeg i si ng

mai ling |ists, and Netnews groups, advertisers can ¢c
et hical and responsible Internet advertisers. Al ter

} oowr -cnoos t research resource or search engine can be e
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find those groups and | ists BUT UNDER NO CI RCUMSTA
ADVERTI SER PURCHASE A MAI LI NG LI ST AND START MAI LI NG
other reasons which wil!/ be addressed further into t
to engage in such activity opens the advertiser to t
and negative ramifications previously stated. Such

conditions cause increased costs to the seller/adver
risks (loss of connectivity, defense against |litigat
di scovery, etc...) are factored into an advertiser"'s
operation. I n short, it is in the best interests of
advertiser to ensure that the proper audience is tar
any further steps.

Reaching the audience

Once the prospective advertiser has determined a tar
specific advert:i ement, a manner of advertising must
Whil e these are too numerous to mention, this docume
itself only with those that apply to the ethical use
resour ces. Of those, the pertinent ones to be exami
desirability and effectiveness) are:

Fe/dfi ttpo-nrofoce g/ r hc 3098 .t xt

A dedicated website or web page

Advertisement placed on a "shared" advertising
(placing an advertipsaegeent on an established
which caters to people that indicate a pote
for interest in (a) specific type(s) of pro
Such advertisements can take the form of te

-ThrrdCdghc kBanners", or other

C

2002/ 8/ 1°¢



- Netnews posting

- Tar g-8aetd Hmessages

Note that any manner of bl-basetdyoadcast (distributio
advertising which does not involve the targeting of
not considered responsi bl e.
Once the advertiser has determined the medium for re
target audience, there are key points to be consider
specific to the medium of advertisement:
A. Dedicated website or web page
Advertisers have the option of creating a dedic
a page within another site for their advertisem
technical standpoint, an advertiser is unsure o0
Gavin, et al . I nformational
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creating such a website, there are numerous res
to provide a<xoisdt aveemuesFrsamhnas
instructionadowtebséesesrced® dowawh as books,
videotapes o0sercViascssebByusitomessaées and
consultants who can advise advertisers througho
scope of the website/web page design, i mpl ement
process (or any part thereof), there is a solut
for every ty-pd  rafctauirtee and cost
B "Shared" Advertising website
Advertisers have the option of placing their ad
a website opeamrdatyed Wyraatdivierdi sers with an
i mmedi ate need, such sites (also called "Electr
-Sho'pes"™ or other names) have sever al advant ages. I
cases, a shared-ediftteiecan hédamormheidastng
a dedicated website. Many sites will target a
(refer to Section 5 of this document). By usin
resources, advertisers can avoid the cost and b
owning their own site. Many websites will targ
adverti sement to a specific audience, thus prov
the research for the prospective advertiser, an
the advertiser the means with which to reach th
audi ence Addi tionally, advertisements from su
sites can be integrated into a | arger context,
suppo-mii hgsereeces, I nternet access, O0Or news
broadcast s. Such integration can | end a | evel
to an advertising effort that might not exist o

Some notes on the use of any type of website fo

ardl ess of what met hod an advertiser chooses

for advertising on the Web, there are some spec
regarding customer interactions:

First, the advertiser mu st ensure that t he

ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢
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en these conditions, all evidence points to
greatest | evel of control of an advertiser'
l'iability rests with the advertiser themsel
case, advertisers are faced with the task o
l'ists of willingrelat-pldieBts of Advertising
sages. As discussed previously, those | eads
erated by the advertiser are the most | ikely
erest in the advertisement, so they are also
protest the receipt-Mafilsuch tadverti sements v
this circumstance t-hmat Imakts the use of an "
fer to Section 7 of this text) to be perhaps
cessful met hod of advertising distribution o
must - bfeomottread haeme reasons that apply above,
an advertiser has compiled their own ma|I|ng
poses, that Iist must NEVER be sold to not h
it is considered u+dpetrhtiycardaitlo npgur chase a t hi
[ it is equally so to be the provider of th
tomers who wish to receive information about
not | ikely to respond favorably when contac
olicited fashion by your business associates
utation fro+hathd boakl| gasam oftclhiadin

h cases

ng Lists

ument has | aid out the basic facts of I ntern
er bears the responsibility of their actions
e recipients of that advertising who do not
e are reactions to every responsible and irr
ese considerations, and taking into account
of this document; that I nternet Advertising
ul venture for everyone involved; there rema
I nternet advedqltni sreari Itionghdrimesss .pr oQptde
pective I nternet advertiser with the control
of their prospective-maarlget audience (valid
applicability to the intended product; wil!/
advemdaiils)i.ng via e

ng |lists are consistently shown to be more e
and maintaining customer relationships than
net advertisinglnsmaidiesghboebseshown Opt
(18%) Percent more effective than Banner ad
s a response rate of only O0.65%. It i s so s
pi enmai lodd tehdbwser tEi sement s made a specific

o receive them, thus indicating their intere
ion about products which the recipient felt
el ves.

t xt 2002/ 8/ 1¢
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Advertisers wishlimgmdiol iemgpl|l loiystOpti n their
advertising can turn to several resources for assist
advertiser operates their own website or web page, t
possess the most i mportant facet, a web presence wit
participati-om ilmsthe Opft the advertiser chooses to us
shared website for their produeltn, they can also util
data gathering mechani sm. There are numerous for ms
that can be empl oyded |tictthius | do@aume©mptt wi | | not
address them individually. Rat her, the purpose of t
provide the advertiser with information which, when
protect the advertiser, and make the advertising exp
successful one
A. Privacy
As stated previously, advertisers should take car
gathering i nflom madarn toincifpamt Opt First and
foremost, the person providing the information mu
that they are doing so. By taking these prelimin
an advertiser decreases the risk of having any me
interpreted as spam. I f, in submitting informat.
purpose, the advertiser intends to use the submit
inferred data for any mailings, there should be ¢
| anguage indicating so. Furthermore, persons sub
must be given-Ohte" chtohate it®, "Optchoose to
submit the data but NOT receive any advertisement
course of action is for the advertiser to configu
-gdaatthae r i ng-Oxd "" Opt t he default; that is, to
ensure that any members of the I|ist have made a ¢
effort to get onto said |ist I'n nearly all <case
havingpoax"" aveck abl e with the caption
"Pl eaMa®i Iseadlv anet Esements or
announcements about your products. "
is sufficient.
I't is crwucial that advertisers be aware that diff
jurisdictions deal with the collection of persona
di f fetrreentdwr den of verification of these | aws rest
on the advertisers. For additional information o
refer to Appendi x B of this document.
B. I ntegrity
When maintaining a |ist where names can be submit
type of ppwHdliicc orre ssceurice, such as a website,
advertisers should take steps to verify every sub
Gavin, et al . I nformational
RFC 3098 Advertising Responsibly
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that i st There are key pieces of data that <can
verify the integrity of a particular subscription
but the only person who can attest to the genuine
actual act of subscridMand iasddirheessowner of the E
which has been submitted.
To protect themselves from the risk of inadverten
an unsuspecting recipient, advertisers should i mm
confirm any submission. In doing so, advertisers
al | requirements for responsible confirmation of
request. In addi-Maiolh, addr aspehaosnbeselk
submitted to a |ist without the knowledge o perm
owner-maf It ar@ddrEss, i mmediate notification o that
and the receipt of supporting data, enables the o
account to act accordingly to protect their accou
wrongdoing.
When generating confirmations, the following info
be provided to the subscriber:
- tMiaei |IE address subscribed
- the manner in which it was subscribed
(website or mailing | ist address)
- the Date and Time of the subscription request
(via NTP, for wuniformity in future refer
- the I'P Address of the host which submitted
the request
- the full headers of the subscription request
(where applicable, such as mailing | ists
- the Name, website -aMadrness, and contact E
address of the advertiser
- instructions to the recipient as to how to
permanently remove themselves from the |
I n addiriepnesanweldl business wil/| make an effort
to communicate this material in a way which the a
recipient can understand and relate to, such as t
example [11]:
Gavin, et al I nformational
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------ C ON F I R -M-A -T- -l--O- N-
Thank you for your interest in Wi dget Sal es!
This is confirmation of your subscription reque

ft

Fe/dfi ttpo-nrofoce g/ r hc 3098 .t xt
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Wi d gmeai |ISalliesst .E

You are currently subscribed with this address:
foo@bar . exampl e

Your request was received via our website at

http:// www. example.com/input. ht ml

I f you did not submit this request, someone may
submitted it for you, or may be pretending to b
I f you wish to be removed from this |ist, Reply
message with the word UNSUBSCRIBE as the body o
message.

I f you feel you were added to the list without
permission, the information below should be for
your | SP'"s Admini sapatwiviehsamff for follow
explanation of your concern.
As st2a@83%-, imydRFCcan do this by sending mail
to "Postimastearn@pod er . Your postmaster should be
an expert at reading mail headers and will/l be a
the originating address is forged. He or she m
pinpoint the real culprit and help close down t
your postmaster wants to know about wunsolicited
s/ he gets a copy, including headers. You wi l
out the | ocal policy and comply."
Wi dget Sal es, Il nc. | http:// www
Responsible Internet | info
MarMedd nBasy! -seriv@exampleustom

Submi ssion Information:

Request received for foo@bar.example from 192.

06: 41:55:13(GMT) on 07.03.1999 vi a

http:// www. example.com/input. ht ml

Gavi n, et al . I nformati onal
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-Mai E headers foll ow:
Received: from 01.anytown. dialup.example. net

([192.168.0.1]) by adshost.example.com
(FooBar Mail1l)v Ovti.tOlL . YMT R 1 111
id <19990703054206.VDQL6023 @77. anytown. di a
for <marcel @exampl e. com>,; Sat, 3 July 1999

Fr om: Customer <foo@bar.exampl e>
-Tostr@eixlampl e. com
Subject: Submission Request

ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢
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Date: Sat, 0304@0y 1999 01:41:55
Organization: Zem & Zem Bedding Company, Il nc.
-TRepflyo@bar . exampl e
-IME:s s<akg?e? ?12qgel Nxp7Q=??23dbgLHWTLvVv@4??. bar . exampl
-Mai IXer : FooBar Mai | HTTPMail er Extension 1.0.532
-VeMbBMEBN: 1.0
-TCyopnet:e ntte xt / pl ai-anscicihar set =us
-TOoannts&meiro d i n g -p rqiummtt aeldl e
C. Protection
Advertisers should be advised of certain measures
to protect themselves. Frequently, and especiall
traffic on a particular mailing |ist is |ow, a su
forget that they had requested membership on that
new message is sent and subsequently received, sa
may | odge a complaint of spamming. I'f this situa
mul tiplied by several recipients, the advertiser
risks Il osing their I nternet access, even iif they
responsibly throughout the process.
For this reason, advertisers should keep an archi
submi ssion requests which are received. This arc
kept as diligently as the advertiser's operationa
should be similarly safeguarded. Having such req
wi || protect the advertisers from any reports of
whet her they are malicious, or the result of a ge
mi sunderstanding. For reasons that should be obyv
messages should remain archived for a period that
LEAST as |l ong as the |l ist remains active Whi |l e
necessarily a requirement for responsible behavio
measure of safety for the responsible advertiser
8. Il rresponsi bl e Behavior
Shotgunning a message doesn't really work in any med
much easier to do with the I nternet than with paper
solicitations. The steps which have been provided
Gavin, et al I nformati onal
RFC 30098 Advertising Responsibly
assist the advertiser in creating a favorable enviro
wor Kk; in ensuring that they maintain a responsible p
I nternet ; and in targeting the types of customer and
be used to reach those potenti al customer s. Given t
are some actions which should be avoided as the basi
Responsible advertising presence on the Internet.
DON'' T advemdalkisreg momegrtuni ties that can, in any way,
construed as Pyramid or Ponzi schemes. (For infor ma
those types of "investments", refer to Appendix A.1
document .)
DON' T -niaoirlgeheEader s to make it | ook as if the messages
originate from anywhere other than where they really
domain owners have won | itigation against advertiser
ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢
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their domain name in an effort to conceal their true
[12][13][14]
DON'"T send out any sort of bogus message to "cover?"
activity, which is advertising. I'n other words, don
personal message from the advertiser to someone el se
mailing Iist by mistake so that the body of that mes
to advertise, as in this exampl e:
Dearhadaldonay great time at lunch yesterday. Per your
request, here's the information on the | atest wid
promised [ .. .]
DON'T ugenevatl gtatements such as "Our research show
you're interested in our product . " Most recipients
usually a bogus cl ai m. Use of it can rob any [l egiti
advertisement may hol d.
DON'T create mailing |lists from third party sources
Part D of this document, above).
DON' T SELL MAILING LI STS! !
Enough negativity! Now for some helpful suggestions
9. Responsi ble Behavior
DO create a lively signature which tells the minimum
product/ service. But keep it to 4 lines total (four
maxi mum recommended | ength for signatures).
Gavin, et al . I nformational
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DO participate in mailing |Iists and newsgroups which
related to the particular product/ service. Advertis
people of a similar interest there and many potenti a
l ong as an advertiser isn't offensive in their inter
these groups they can find their participation quite
DO ask peopl e i they want to be part of any mailing
created. Advertisers must be clear about their inte
they plan to use the |ist and any other information
coll ected.
DO tell people how | ist data has been gathered. I f
signed up from a web page, make sure the prospective
aware that they wild.|l be getting mail. Many web page
mail selected as default. Our recommendation is tha
that recipients do NOT wieswtent d fredcheei ve mail ings
prospective recipients find an advertiser's site of
DO respect the privacy of customer s. Keep a mailing
For an advertiser to sell a mailing list is not resp

ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢



et hical. In addition, if offering any type of onlin
advertisers should take care to encrypt any sensitiyv
addresses of the | ist members should never be viewab
recipients, to protect your | ist members’ privacy.
DO take steps to safeguard al/l of the personal i nfor
being taken from customers, such as Credit Card or o
i nformati on. Provide honest information regarding t
used to protect the customer's data.
DO |l et recipients know how to remove themselves from
Advertisers should make this as easy as possible, an
instructions in every message sent.
DO |l et people know for what purpose any data is bein
Advertisers must ensure that their plans regarding d
are |l egal
Advertisers and Sellers can check with the web site
Business Bureau, which operates in the United States
(www. bbb. org) This organization has several progr ams
which can help advertisers in those countries, and h
resources which will benefit advertisers of any nat.i
"Advertisers should advertise responsibly the better
have built, and the world-wmail &dedtesspath to their

Gavin, et al . I nformational
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10. Security Considerations
This memo offers suggestions for responsible adverti
that can be used via the I nternet I't does not rais
security issues, but special attention should be pai
on "Privacy". Whil e not strictly a network security
privacy considerations can have | egal ramifications
speci al attention.
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wi || earn | ots of money fast iif they follow the proc
First, some person or group has to have started this
they were able to specify all four names so it was p
people working together to split any profits they mi
being the top of the pyramid (or maybe they sent out
the original Il etter with their name order rotated).
al | names on the |ist have been proven to be the sam
operating under assumed business names!
While the | etters that accompany these things wusuall
of |l anguage about following the instructions exactly
rational thing for a dishonest participant to do if
participate in such a thing would be to;
Gavin, et al . I nformational
RFC 30098 Advertising Responsibly
(1) send no money to anyone el se; and
(2) ind three other people and replace al/|l t he
the | ist.
But , presume that not just this participant, but eve
participates decides to follow-upe "rules". To avoi
transient, assume that it starts with one name on th
the next three | ayers of people, one name gets added
the list is up to four does any participant start dr
name.
Wh a't es this | ok | ike ter nine levels if everyt
perfectly? The foll owing able shows, for nine | evel
people have to participate, what each person pays ou
net s.
Level Peopl e Qut I n
1 1 0 $55, 550 $55
2 10 $5 $55, 550 $55
3 100 $10 $55, 550 $55
4 1,000 $15 $55, 550 $55
5 10,000 $20 $55, 550 $55
6 100, 000 $20 $5, 550 $5
7 1,000,000 $20 $550
8 10,000,000 $20 $50
9 100,000, 000 -20 $20 0
So if this scheme ever progressed this far (which 1is
unli kely) over 10,000 people would hav made the "gu
$50, 000. I n order to do that, one hundred million p
ten thousand times as many) are out twenty doll ars.
continue because the scheme is running out of peopl e
take one billion people, all of whom have $20 to sub
probably don't exist. Level 11 would take ten bill

ftp: teldfittpo-nrofoce g/ r hc3098. t xt 2002/ 8/ 1¢
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Notice of Data Collection
Choice to Opt Out
Access to Data to rectify errors
Adequate Security of Information Database
Access to contact persons representing the dat a
tice that the practice of data collection authoriz
complished using something as -si mple as an automat
i message. Such notices should contain easily wun
formation about the collecting party's identity, a
to how a customer can remove themselves from the
pul ati on. This wil!/ hel p assure prospective custo
vertiser is a business of integrity.
sinesses that pursue international trade (do busin
ti onal boundaries, overseas, et c. .) bear the risk
osecution for personal privacy violations. The Eu
mmunities have | egislation for the flow of Persona
an advertiser is interested in pursuing business
rders, and particularly if a business intends to s
are Personal I nformation, the advertiser/seller mu
arantee the same privacy considerations as a forei
as a business operating in the nation in which th
l'iciting/ performing their business.
her countries and their | egislation are shown belo
r ma-ny BundesDatenSchut zGesetz (BDSG)
anc-e Commi si on nationale de | "informatique et d
|l i bertes (CNIL)
- Data Protection Act (DPA)
therl and®Wet PersoonsRegistraties (WPR)
str-alia Privacy Act of 1998 (OECD DAta Protection
Gui delines)
n a d-a The Personal I nformation Protection and
El ectronic Documents Act
Fe/dfi ttpo-nrofoce g/ r hc 3098 .t xt 2002/ 8/ 1¢
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kind, provided that the above copyright notice and t
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included on all such copies and derivative worKks. H
document itself may not be modified in any way, such
the copyright notice or references to the Internet S
I nternet organizations, except as needed for the pur
developing Internet standards in which case the proc
copyrights defined in the Internet Standards process
foll owed, or as required to translate it into | angua
Engl i sh.

The | imited permissions granted above are perpetual
revoked by the Internet Society or its successors or
This document and the information contained herein

"AS | S basis and THE I NTERNET SOCIETY AND THE | NTER
TASK FORCE DI SCLAI MS ALL WARRANTI ES, EXPRESS OR | MPL
BUT NOT LI MITED TO ANY WARRANTY THAT THE USE OF THE

HEREIN WILL NOT I NFRI NGE ANY RI GHTS OR ANY | MPLI ED W
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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