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How to Avoid Unwanted Email
Despite looking like conventional email, a channelized email address and its related agent allow email users to reliably cut off unwanted correspondents.

Unwanted communication ranges from nuisance (junk mail) to annoyance (telemarketing) to dangerous to the very medium conveying the message (junk fax, obscene or harassing telephone calls). The usefulness of email is seriously threatened by the commercialization of the Internet because it is easier than ever to collect address lists and cheaper than ever to mass-distribute messages.

If companies spent as much money sending junk email as they do sending junk physical mail, an established Internet user would likely get more than 100 junk messages per day. Every time a user sends a message to a public newsgroup or list, fills out a Web form, or mails in a product registration card, the server cheaply obtains an email address and usually some indication of the user’s interests. 

This information is then sold to marketing firms that easily automate mass emailings of advertisements, surveys, and other annoyances that cost the user connect time and, worse, valuable attention. More sinister unwanted email is becoming common as well, including harassing and hate mail. 

The main technique today for avoiding unwanted communication is to restrict the set of people to whom users give their addresses. For example, people pay to avoid having their phone numbers listed; in email, people sometimes maintain multiple email accounts, using different accounts for different purposes, such as commercial vs. personal. This unlisted address approach is expensive and slow to recover from security breaches; if an address is leaked to an adversary, the only alternative is to pay the service provider to change it (often a lengthy process). Once the address is changed, the customer has to notify all legitimate correspondents of the change while keeping it from adversaries. Leaks of physical mail addresses can be crudely located by systematically varying an address slightly as it is given to different correspondents, by, say, using a different nickname or middle initial when filling out forms. When a correspondent leaks a variant, such as through selling a mailing list, the user can deduce the leak from the address used on ensuing unwanted messages. This technique is limited because even though a leak can be traced, little can be done to cut off the resulting unwanted communication.

 Here I offer a novel technique called “email channels” that builds on and systematizes these ideas in the domain of email communication. It solves the problems involved in unlisted numbers and physical mail addresses, as well as additional problems introduced by the nature of email, providing a light-weight, finegrained access-control method. It works like this: A user’s email account is made accessible via a user-controlled set of channels.

Each channel has a distinct structured address containing the account name and a cryptographically secure, or unguessable, pseudo-random security string known as a channel identifier. Each legitimate correspondent is allowed to know one of these access addresses. The account owner is provided simple controls for opening a new channel, closing a channel, and switching a channel by notifying selected correspondents that a new channel is replacing the current one. Using email channels raises a host of potential complexities for the user, including security, ease of use, and administration. To deal with them, I designed and implemented an automated personal channel agent (PCA) that shields the user from most of these complexities. In routine daily use, channelized email looks and feels to the users exactly like traditional email, and users need only infrequently access the extra administrative controls. See [6] for more detailed information about email channels and the PCA.

Channelized Addresses

A channelized address is an email address in the form Username-Channel ID-@Host. An example is hall-1xyz6q6py4- @research.att.com in which the user’s name is hall, the channel ID is 1xyz6q6py4, and the host is research.att.com. Note that this address contains both traditional address information, such as host and user names, and an unguessable channel identifier.

The user hall typically allocates and opens a number of these addresses, differing only in the channel ID, for different correspondents. The goal is to control the access of potential correspondents, not to ensure anonymity of the account owner or guarantee the privacy of the messages.

Channel identifiers.

Each channel identifier has two parts: a security string and a channel class indicator. It is critical that channel identifiers be practically unguessable, even when an adversary knows several of the user’s other channel identifiers. Thus, the prototype generates security strings pseudo-randomly using the cryptographically secure Blum-Blum-Shub (BBS) generator [1], with a modulus size larger than 1,024 bits. See Schneier [11] for other candidate generators. A channel ID contains 45 pseudo-random bits. This large number of bits implies that if a user maintains 128 open channels, an adversary has one chance in about 275 billion of guessing an open channel with one message. A brute force attack, sending more than 100 billion messages to the same host, is impractical in today’s Internet. Moreover, the security of BBS [1] implies that adversaries who know previously generated bits have essentially no advantage in guessing further bits. Due to character-set restrictions in Internet mail protocols, the 45 pseudo-random bits are encoded into strictly alphanumeric ASCII characters five bits at a time, using only one case of the alphabet and the digits 3 through 8. I use this base-32 scheme rather than the more standard base-64 encoding, because the latter uses both cases of the alphabet, and not all mail systems on the Internet maintain the alphabetic case of header fields. When a message is received, alphabetic case is ignored in comparing the channel ID to those in active channels. The channel class indicates how mail on that channel can be treated by the recipient. The current prototype implements three classes:
• Class 0, which indicates a send-only channel, that is, one that is permanently closed. These channels are useful as return addresses when a user wants to send a message to a public or adversarial address without giving away any access at all.

• Class 1, which indicates a private channel. The user expects mail from a known set of correspondents on such a channel. Mail from other correspondents may be ignored on it.

• Class 2, which indicates a public channel. Previously unknown correspondents may send on such a channel.

In the future, I plan to implement a richer class scheme, including the following classes:

0. SendOnly

1. Private

2. Permanent Public

3. Temporary Public

4. Commercial

9. Introductory

Thus, a channel identifier has the form Cxxxxxxxxx, where C is a digit indicating the class and the xs encode the security string.

Applications. The multiple channels idea has several applications. For example, how can a user participate in a public forum, such as a mailing list, without giving away access? At subscription time, the user sends a public channel address to the list maintainer. All messages sent to the list will be delivered to the user on this channel. However, to send a message to the list itself, the user uses a send-only return address. Anyone wishing to reply has to send to the entire list. 

Users wishing to allow private replies can allocate a limited-lifetime public channel, using it as the return address, perhaps explicitly indicating when it is to be deactivated. Users wishing to respond to the post can do so privately for a short while, but firms collecting interestbased mailing lists are left with closed channels after the time-out period. Users can always choose to upgrade a correspondent to a permanent channel once contact is made. 

Channels and list servers together can be used to implement private mailing lists, allowing groups to confer without requiring that they all have direct channels to each other, while prohibiting outsiders from sending to the group. The idea is simply to establish a list server with an unguessable address known only to list members. Note that list members need not have direct channels to each other, so a private mailing list might be useful, for example, when a single buyer needs to have a group discussion, such as an auction, with vendors that are mutually adversarial.
下面我要了

Channelized email can also enhance the effectiveness of email agents and filters [2, 5] by providing categorization based on which correspondents are presumed to know which channels. For example, when filling out a registration form for a product, one can use a particular public channel. The filter could be instructed to classify all traffic on that channel as lower priority than traffic on more personal channels. Furthermore, once electronic money becomes widely used, one can also implement pay-per-view channels. The idea is that the channel agent accepts a message on a pay-per-view channel only if accompanied by enough e-money to pay for the user’s time viewing the message. Compensating the user for viewing ads, surveys, and more may increase the effectiveness of such marketing tools (as coupons do). On an authenticated channel, the filter rejects messages not digitally signed [4, 10, 11] by an expected correspondent. Note that an authenticated channel could even have a well-known identifier, such as 1AUTHENTIC, since unauthenticated messages are discarded unseen.

Another useful synergy of channels and email agents is the idea of the introductory channel, or a public, pay-per-view channel with a well-known address. Each channel user with a powerful filtering agent, such as the Andrew system’s FLAMES language [2], can establish a well-known public channel identifier, such as 9INTRODUCE. A message to user-9INTRODUCE-@host is automatically handled by first (politely) demanding a reasonable fee (say, $1.00) for reading it, while promising to refund the fee if the message is subsequently determined to be a legitimate attempt at contact and not just junk mail. If the message is junk, the user simply keeps the fee. Such a channel address could be published in directories. The risk of unwanted email is reduced arbitrarily by setting an appropriate access fee for unknown correspondents, since there is presumably a price advertisers will not pay for mass mailings. Yet charging a fee still allows access to long-lost friends and relatives, since the fee is immediately refunded in such cases.

Implementation. It is easy for one’s mail server to allow flexibility for channelized addresses. In one prototype (see Figure 1), a modified Unix sendmail [3] parses addresses, checking the user part in the system password file as usual and matching the channel ID part against a list of open channels maintained in the user’s channels file. The message is bounced if either the channel is not open or there is no channel ID present in the address. While this implementation is based on sendmail, analogous changes should be straightforward for other mail-processing systems. In a recent all-Java channels implementation, a separate channel bouncer component performed this function before forwarding accepted messages to the regular mail server.

Security. The success of the channels approach requires that the user’s mail server, client machine, and the local network connecting them cannot be systematically eavesdropped on by an adversary; otherwise, the eavesdropper would have access to all open channels appearing in the user’s mail traffic. While this assumption about server security may not hold in all cases, it is plausible when, for example, the server is run by a reputable commercial online service. In that case, the server and at least part of the network are physically secure and administered competently. Moreover, users connect via modems over traditional voice lines, where eavesdropping requires relatively expensive hardware techniques, unlike connections over ethernet where peer hosts can freely snoop on the packet stream.

Note that the channels approach does not require the entire network to be impervious to eavesdropping. By giving correspondents individual access channels, the user discovers immediately which correspondent has breached security (either accidentally or by being eavesdropped). At that point, the user can either switch the channel, if the breach was a one-time occurrence, or establish a cryptographically authenticated channel. (This authentication feature is not yet implemented in the prototype.)

The Personal Channel Agent

Maintaining multiple channels manually would be cumbersome and error-prone, leading to several problems:

• Return address. Remembering which channel to use as your return address for a particular user would be onerous.

• Cc. When sending to multiple recipients, security is breached if one simply includes everyone’s channelized addresses, since it is unlikely that every reader is authorized for each other’s channel.

For example, suppose one sends a message to a mailing list and cc’s a friend’s private channel address. The cc is visible to all list readers, so all gain unauthorized access to the friend.

• Reply/forward. People frequently include a received message when replying to or forwarding it. If the message contains channel IDs, the user must remember to edit them out to avoid leaks.

• Anomaly tracking. It is useful to notice when users send on channels they are not authorized to use, so leaks can be isolated when they become a problem.

However, the problem may take a while to appear, as more and more junk traffic builds up on a channel and the original leaks are forgotten. 

The PCA I designed and implemented manages these complexities on behalf of the user.

PCA implementation. Figure1 shows how the PCA prototype fits into an email system. Conceptually, the PCA acts as an email proxy, sitting between the user’s mail client and the mail server itself, with a Web browser or desktop window allowing administration of the PCA. All PCA interfaces use standard protocols, such as SMTP [9], POP3 [7], HTTP, and FTP, to interact with clients and servers, so no special client software is needed to use it. This proxy positioning allows the PCA to perform bookkeeping functions autonomously on both incoming and outgoing messages, shielding the user from channel-induced complexities.

This architecture allows the PCA to run on a host separate from the mail server’s host, so any additional computational load incurred by the PCA can be distributed. Alternatively, the PCA could run on the same host if desired. The only additional load necessarily incurred by the mail server is in parsing the address (insignificant) plus the time to check the channels file. This additional workload is significant only for large channel files or slow file access. If users want to keep open many channels, the PCA can store channel identifiers in a database format supporting faster access than that available from a flat file.

A key part of the PCA is the user channel database (UCDB) whose primary purpose is to record two mappings: the channel map and the correspondent-address map. The channel map associates each correspondent with the channel on which the user expects to receive mail. The correspondent-address map associates each correspondent’s user and host names with the channel ID on which to send to the correspondent, if any. In the current implementation, each correspondent is allowed at most one channel. While it might initially seem desirable to allow multiple channels per correspondent, recall that the primary purpose of the channels mechanism is to deny access by denying knowledge. No security is gained by a single person knowing two or more access channels for a correspondent. Instead, the logical separation of traffic from a single user can be implemented using existing email filtering techniques [2, 5].

Address rewriting. The PCA rewrites the header and envelope information of each message as it comes in or goes out, leaving the body unaltered. For incoming messages, it removes channel IDs from all header addresses before serving the message to the client. Header rewriting solves the reply/forward problem, because the header of the included original contains no channel IDs. Figure 2(a) shows the user’s view in the mail client; Figure 2(b) shows what is actually transmitted and received.

For outgoing messages, the PCA puts back channel IDs selectively before forwarding the message to the network. For a single-recipient message, the PCA simply obtains the appropriate to-channel and from-channel to use from the UCDB of the sender and respectively puts them into the recipient and sender fields (in both the message headers and the SMTP envelope). This automatic addition of channel IDs solves the return address problem.

Multi-recipient messages are copied once per recipient listed in the SMTP envelope, and each copy is tailored to that recipient. Tailored copying solves the cc problem, because each recipient receives exactly one copy of the message containing only information s/he already knows.

Thus, to the user, virtually all messages appear without channel IDs, and email looks and feels like traditional email. But why rewrite headers at all? Why not put channel IDs only into the envelope and not insert them into header lines? The primary reasons are for interoperation with non-channel users and with non-SMTP mail systems. A non-channel user expects a valid return address to appear in the From field and puts a channelized address in the To field, leading to the return address and reply/forward problems. Moreover, some non-SMTP mail systems do not separate the header from envelope information.

Anomaly detection. The PCA checks each incoming message to determine whether the sender is expected to send on the channel the incoming message arrived on. Messages to private channels are checked to see whether the sender is a member of the channel. If not, the user is notified (once for a given user and channel) and the event logged in the UCDB. This notification and logging is not done for public channels, because one expects previously unknown correspondents to send on public channels.

Administrative interface. Users who need to open, close, create, delete, or switch channels use the PCA’s administrative interface. One prototype serves this interface as an HTML form via HTTP, allowing the PCA to be on a machine other than the user’s client machine if desired, while the Java-based prototype presents it in a window on the user’s desktop (see Figure 3). The Synch button sends a message to the channels server, synchronizing its representation of the user’s list of open channels with that of the PCA. The New button initiates a dialog allowing the user to create a new channel. The display list provides a view on the user’s channel database, while the buttons below it enable operations on individual entries, such as closing a channel, switching channels, and deleting the entire entry.

Channel switching. It may sometimes be desirable to switch a correspondent from one channel to another, because either the old channel has been leaked to too many adversaries or the user wishes to upgrade the correspondent’s access, from, say, public to private or temporary to permanent. If the correspondent does not use a PCA, upgrading requires notifying the user to make a manual address book change. In this case, the PCA helps only in sending out a notification message.

If the correspondent also uses a PCA, the switching can be automated via a channel switching protocol, allowing the user’s PCA to make a change in the correspondent- address map of the correspondent’s UCDB. However, such a protocol introduces a security risk; for example, an insecure protocol might allow a PCA to be tricked into sending private messages to a public forum.

Limitations and Future Work

Limitations of the channels approach involve the following functional categories:

Usability. From the client’s viewpoint, a PCA routinely makes channels transparent to the email user. There are, however, several occasions when extra operations must be performed, including:

• When a message is to be sent to a new correspondent, the correspondent’s channelized address must be entered in the To field of the email client. The PCA then remembers the channel ID and inserts it into succeeding messages to that correspondent.

• The user has to use the administrative interface to allocate new channels, such as for use in mailing lists, as temporary reply channels, and to close and switch channels.

• Malicious actions by an eavesdropper or inter-dicter may have to be countered by changing the security policy for a correspondent, such as by switching him/her to an authenticated channel.

I have tested the prototype in a laboratory setting, and initial experience has been positive; for example, the extra operations are relatively infrequent and have seemed easy to perform and understand. However, it is an open question whether most users will come to the same conclusion, particularly when real-world settings are rife with financially motivated adversaries. Future work will test the prototype under more realistic conditions to help settle such questions.

Interoperation with traditional email. While a correspondent who does not use a PCA must directly

use the user’s channelized address, most mail clients provide online address books, eliminating the need to remember or type the longer address. Due to the cc and reply/forward problems, the channel ID may be leaked when the correspondent sends a multi-recipient message. Automatic channel switching is not possible, but users’ PCAs can automatically generate notifications to each correspondent on the changing channel, leaving it to the correspondents to update their own address books.

Directories. Any approach based on not telling everyone how to reach you appears to conflict with directories that tell everyone how to reach you. This tension results from wanting to be reachable by people, yet not wanting to have one’s time and attention wasted. Channels help resolve this tension in two ways: One is more willing to publish an easily changeable address than a permanent address, and when e-money is commonplace, users can publish introductory channels in directories, allowing access to legitimate correspondents but financially deterring unwanted correspondents.

Internet telephony. While the channels idea is not easily extended to the traditional telephone network due to the fixed length of phone numbers, it should be usable with Internet telephony [12], since addresses can be arbitrarily long. The channels idea should even work when accessing Internet phone service from a standard telephone set, as long as the call is placed via a server running a PCA that could translate an input phone number or nickname into a channelized Internet phone address. Administration could be via a Web interface or, perhaps, automatic speech recognition. Channelized telephony would allow users to control not only who can call them, but when they can be called; for example, a user could cut off commercial calls during the dinner hour.

Other Approaches  

The idea of augmenting the user name portion of an email address with information to aid in routing is not new. The Andrew mail system [2] uses addresses in the form user+info@host, whereby info is an arbitrary alphanumeric field. Each user may write code in the FLAMES language to process messages based in part on the contents of the info field. While the Andrew system could be used to implement the channels approach, it has not yet been used that way. Instead, it has been up to the good will of correspondents not to purposely miscategorize messages, by, say, sending junk mail advertisements to user+urgent@host. Such a system, with well-known or easily guessable channels, cannot stand up to the likely onslaught of unwanted email in the commercial world.

Kill files. Another way to avoid email is to automatically discard all messages from a particular user, site, or domain. However, this approach unfairly denies access to legitimate users at the site or domain and is easily evaded through forgery or by having multiple addresses. Channels make it possible to grant access to any set of individuals, denying access to others, while forgery does not help an adversary evade the channel mechanism.

Email agents and filtering. Email filtering agents [2, 5] can be used to discard messages that fail to satisfy user-defined criteria. However, it is extremely difficult to define syntactic rules that reliably distinguish advertisements and surveys from legitimate messages. Consider the following message, excerpted from one I received recently after purchasing software from the company that makes software package Y:

From:frobboz@somewhere.edu (Chuck Frobboz)

To: hall@research.att.com

Subject: Difficulty using <sw package X>

Dear Robert,

I have difficulty using <sw packageX> with JR WordProcessor.

[...exposition of some problem...]  Isn’t this frustrating? Maybe you would like to check out <sw package Y>. It is really cool. Here is the URL: [...]

Regards,

Chuck

I read several mailing lists regularly where people describe legitimate problems using software packages. This message, really an advertisement, is so similar in form and content to them it would be extremely difficult to write an email filter that reliably discards it but lets through legitimate messages. On the other hand, if this email arrived on a channel allocated to commercial firms, it would have been easy to spot; in fact, a PCA could even demand e-money in advance for a slice of the user’s attention.

Cryptographic authentication. A user of cryptography can enforce access control by requiring that all messages be digitally signed by an authorized correspondent; the filter would discard any other messages. If available, this access control method would be an alternative to private channels when messages come from known correspondents, providing good protection against unauthorized messages. However, even though software packages are available to do the cryptographic operations [4, 10], reliably obtaining a correspondent’s public key is problematic [11]. Even if this key-certification problem were solved, email software using this access-control method could not deal with messages from unknown correspondents, such as those received from mailing lists. Even messages digitally signed with certified keys are not guaranteed to be not junk. One can accumulate a (large) list of correspondents who send junk, but adversaries can evade this mechanism by registering several addresses and keys or by having different employees send different messages. Channels, on the other hand, allow one to absolutely shut off the flow of messages from an adversary by closing all channels known to it. To gain unauthorized access, users have to invest effort, risk, or money in eavesdropping or social engineering, while new access can be cut off easily once again after just one message.

Legislation. A government might consider extending existing laws governing junk physical mail and telemarketing calls to cover email. However, the global Internet is not governed by a single jurisdiction. Also, legislation would presumably be effective against only law-abiding junk mailers, not harassers and other undesirables.

Conclusions

If people don’t know your address, they can’t send you email. The channels approach exploits this idea, providing a simple yet effective way to avoid unwanted email. The PCA can essentially automate all the operations necessary to manage the complexities introduced by channels, so routine daily use is transparent to email users. Channels complement cryptographic authentication, because they give control over messages received from unknown correspondents, such as advertisers, survey takers, harassers, and mailing list contributors. In a time of increasing commercialism and decreasing individual privacy, the channels approach shows promise and should be pursued.
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如何去避免不需要的郵件

普及的網際網路，造就許多電子郵件的流傳。遠方的親朋好友寄封電子郵件給自己，但是有時候卻會收到一些莫名其妙的廣告信件，為什麼會這樣呢？商業電子郵件比實體廣告信件成本來的低，傳送給人的時間也縮短，同時更降低了紙材的使用量。總體而言，就是方便許多對商業化而言。
網路公司免費提供電子郵件之信箱空間給e-mail使用者，以換取是使用者的基本資料，作為投擲廣告電子郵件之用。訂閱電子新聞報，登錄使用者之興趣及特定目的也是一種取得信箱的方法。

要避免不需要的電子郵件就是要限制使用者給出他們的位址。在這裡作者提出了一個新奇的技術“email channels”（電子郵件通道），透過細密的存取控制方法和安全密碼的使用，使主機潛在複雜性能夠安全、不費力的使用和管理。而作者計畫和執行一個自動化操作的個人通道代理商（PCA）,保衛使用者不受大多數複雜性的事物干擾。

channelized address主機位址，channel identifier通道標識符，目前標準工具三個類別︰種類0：它(這)表明寄(送)- 即是唯一的通道(海峽)永久關閉一。種類1：這表明私人通道。種類2：這表明公開通道。應用方面如下。

有特定通道的電子郵件能夠根據特定的基礎去提供,分類,提升,電子郵件的代理能力和過濾器的力量。例如,一個產品填了一個註冊表時,人們能夠使用特定公開的頻道,但過濾器能分類且提供較高的優先權,一旦電子錢廣泛使用,它也是另一種付款工具時,每一個特別的頻道就要一筆花費來支付一個強大過濾代理商可以為你做服務。可是卻需要一筆合理的酬金。首先以前自動處理時會因為有垃圾信件而讓用戶多付許多酬金或是垃圾信件讓代理商頭痛,有可能因為這樣而失去用戶或者是相關的通路靈活性,這對一個郵件服務器而言容易。請看圖[1] 服務器一如往常的在系統口令文件檢查這個用戶和鑑別這個頻道有公開的部份頻道的一個目錄。如果這個頻道沒有公開就不能做資訊的彈跳,在最近有一個全部是爪哇的頻道,一個把接受的資訊傳送到固定的郵件服務器,安全頻道不能讓對方有系統地竊聽,否則,竊聽器有可能會出現在所有公開的頻道上面,要是服務器被人利用後,有可能會變的難以管理。如果這個頻道是不滲透性的,那用戶可以立即發現安全性被人破壞了。如果是以前曾被破壞或是被建立了特別的頻道,那就會很麻煩。
個人化的頻道代理人
如果一直使用手工的方式來當頻道代理人的話,會很容易出錯且難以處理。以下就幾個問題：
返回位址：記得哪一個頻道是給特定用戶 那對服務器而言是繁重的。
命令和控制：用戶要設定一些規則。
回答/向前 ：如果回答或者檢查人經常收到的資訊資訊含有頻道的標識符號, 那用戶要避免滲漏出去。
不規則追蹤 ：要注意用戶什麼時候在頻道上寄送。 
當問題出現的時候會有越來越多的垃圾增加在這個頻道上且會讓人忘記它的裂縫在哪??

所有的垃圾控制局介面都是使用最常見的。 例如SMTP、POP3、HTTP、FTP, 去對客戶和服務器作用, 代理人必須允許污染控制局完成引入和輸出的資訊上自治, 保衛這個用戶不受頻道引起的複雜性。
污染控制局的一個關鍵部分是其它的首要目的是要記錄二件事：
1.頻道地圖和對應者位址地圖的用戶頻道資料庫 ( UCDB ) 通道地圖和2.對應者位址地圖的用戶通道資料庫 ( UCDB ) 。頻道地圖使每一個對應者都與這個用戶期望收到郵件的頻道聯繫。
對應者位址地圖使每一個對應者的用戶和主人的名字都與送到對應者鑑別的頻道聯繫, 如果有的話。 在目前執行中, 至多允許每一個對應者一個頻道。 當最初每一對應者允許若干頻道, 這好像理想, 記起頻道機制的首要目的是透過否認知識而去否認路徑。對應者知道單一人沒有獲得任何安全在二個以上的路徑頻道的時候。從單一用戶那裡能夠執行邏輯分離的傳輸將會取而代之現存的過濾技術電子郵件。
在接收訊息上,它從所有標題位址到當事人在供應這個訊息前移走通道標識符。標題改寫解決回答/轉送問題, 因為包括的原始的標題沒含有通道標識符。
在輸出訊息,污染控制局在把這個訊息傳送到網路前有選擇地放回通道標識符。

單一接收者訊息,污染控制局僅僅獲得這個適當對-頻道和通道要從發送器的 UCDB 那裡使用和把他們分別放入接收者和發送器的領域在訊息標題和這個簡單信件傳輸協定信封中。這個通道標識符自動增加解決返回位址問題。

多接收者的訊息被複製經由在簡單信件傳輸協定信封中列成表的接收者, 並且每一份拷貝都適合於那接收者。調整了拷貝解決 命令和控制 問題, 因為每一個接收者都確切地收到含有他已經知道的唯一的資訊的訊息的一份拷貝。
這樣,對用戶,實際上所有訊息沒有通道標識符出現, 並且讓電子郵件看和感覺起來像傳統電子郵件。此外,一些非簡單信件傳輸協定的郵件系統不使標題從信封資訊分離。

不規則發現.污染控制局檢查每一個接收訊息去決定是否等待這個發送器在上面接收訊息到達的通道上寄(送)。通報和紀錄沒被做為公開通道,因為一個期望事先不知道通信者要在公開通道上寄送。顯示目錄提供用戶的通道資料庫, 而這下面的鈕在個體入口上允許被操作,像一個管道例如關閉通道, 轉換通道, 和刪除整個入口。

波段交換.把通訊者從一個通道轉換為另一個通道,這有時也許是理想的,因為或者老舊通道對許多敵對者已經洩漏了或者提升這個通信者途徑的(這些)用戶願望,從,說,私人或者臨時性的公眾永久的。

如果通訊者不使用污染控制局,提升需要通知這個用戶改變通訊錄。在這種情況下,污染控制局只幫助在寄出通報訊息時。如果通訊者也使用污染控制局,能夠使交換透過轉換草案的通道自動化操作,允許用戶的污染控制局進行通訊者位址地圖中的變化通訊者的UCDB。然而,這樣的草案導入一個安全的危險;例如,不安全草案可能允許到把私人訊息送到公開論壇裡欺騙污染控制局。

通道方法的局限性涉及下面的功能範疇:

可用性。從當事人的觀點,污染控制局對電子郵件用戶使通道一般易懂的。

然而,當額外操作時有幾個時候必須完成,包括:

當訊息時是要送到新通訊者時,必須到電子郵件當事人的領域在中參加通訊者的 channelized 位址。此時污染控制局記得這個通道鑑別和對那通訊者把它插入下一個訊息。使用者必須用這個管理界面來分發新通道和以關閉和轉換通道。

用竊聽器或者阻斷者惡意的行動可能必須藉由通訊者改變安全策略,例如透過 轉換他/她為真實的通道。將來工作將測試更現實條件下的標準來幫助處理這樣的問題。

傳統電子郵件的操作。當一個通訊者不使用污染控制局必須直接使用用戶的 channelized 位址, 多數郵件當事人提供線上的位址書,除去需要記得或者鍵入更長的位址。 由於副寫本和回答/傳遞問題,當通訊者寄(送)多接收者訊息時,通道鑑別可能洩漏。

自動通道轉換是不可能的,但是用戶的PCAs能夠自動地產生通報給在改變通道上的每一個通訊者,讓(這些)通訊者更新自己的位址書。

通道幫助透過兩個方法解決這種壓力:

1.一個是比永久的位址多願意出版一個容易可改變的位址,並且當E錢是平凡的時,用戶能夠在使用手冊中出版介紹性通道,允許存取合法的通訊者通路但是財政阻止多餘的通訊者。

2.網際網路電話製造法 .儘管通道想法不容易擴展到傳統電話網路由於電話號碼的固定長度,它應該有能用的網路電話製造法[12],自從位址可以長時間的被任意使用。

Channelized電話製造法允許用戶去控制不僅誰能夠打電話給他們,而且,當他們能夠被打電話給時;例如,在晚餐期間用戶能切斷商業招喚。 

每一個用戶都可以寫 FLAMES 語言中的代碼去處理訊息對基於這個通知領域的內容。這樣的一個系統,以著名或者容易可猜測的通道,在這個商業世界中不能承受得住不需要電子郵件的可能衝擊。 

殺死檔案夾.避開電子郵件的另一條方法就是要自動地從特定用戶,地點,或者領域那裡放棄所有訊息。然而,這個方法不公平地不讓合法用戶在地點或者領域和透過偽造或者透過有若干位址容易逃避。通道使可能同意任何個體不讓其他通路偽造不逃避通道機構的任何裝置去幫助敵對者。  

電子郵件代理商和過濾。代理商過濾的電子郵件能夠被用來放棄訊息,沒能滿足用戶定義的標準。然而,這極為困難去定義可靠性區分廣告和從合法訊息調查句法規則。假如在通道上到達的這個電子郵件分發給商業公司,這對處境就會容易; 事實上,污染控制局能為一片用戶的體諒甚至提前要求E錢。

用密碼寫的確證 .密碼術的用戶能夠透過需要實行所有訊息由批准的通訊者都指狀簽上加強途徑控制;過濾器放棄任何其他訊息。如果可用的,這個途徑控制方法當訊息來自知道的通訊者時對私人通道是選擇, 與未經許可訊息相對提供好保護。 即使軟體包可做密碼操作,確實獲得一個通訊者的公開解題說明有疑問。 即使解決這個關鍵證明問題,這個途徑控制方法使用的電子郵件軟體沒可能從不清楚通訊者處理訊息,例如從郵寄表收到的那些。 用證明的關鍵指狀簽上的訊息沒保證不是假貨。

一個能夠累積誰寄假貨的通訊者的表,但是,敵人能夠透過顯示出幾個位址和關鍵或者透過使不同雇員寄不同訊息逃避這個手法。 另一方面,通道允許一個透過關閉對它知道的所有通道從敵人那裡絕對地關上訊息的流動。獲得未經許可途徑,用戶必須在竊聽或者社會的工程中投資努力,危險,或者錢, 儘管以後能夠再一次切斷新途徑一個訊息。

製定法律.政府可以考慮擴展控制覆蓋電子郵件的垃圾有形郵件和電話銷售的招喚的現行法。全球的網際網路沒有管理藉由單一權限。同樣,立法與僅僅守法的垃圾郵寄者相對大概是有效的, 不只是煩惱的和其他的不受歡迎的。
結論

如果人們不知道你們的位址,他們不能夠發送你們的電子郵件 。

通道方法利用這個想法，提供一條簡單還有效的方法去避免不需要的電子郵件。

污染控制局能夠使必需的所有操作基本上自動化操作去管理由通道導入的複雜事物,所以例行每日的使用對電子郵件用戶是易懂的。

通道補充密碼鑑別,因為他們給出對從不清楚通訊者那裡得到的訊息的控制, 例如 advertisers , 考察 takers ,  harassers , 和郵件的目錄貢獻者。
在次增加商業和減少個體祕密,通道方法告知承諾應該繼續進行。

郵件地址會給用戶帶來不必要的煩惱，這些垃圾郵件不僅佔用大量的郵箱空間和網絡帶寬，有些甚至含有病毒。在過去的2年中，全球每天發送的電子郵件數量翻了一番，增長到了73億封。盡管市場上已經存在其它的反垃圾郵件軟件和服務，但用戶仍然還是沒有能夠擺脫垃圾郵件的干擾。像企業收到大量的垃圾郵件導致員工無法及時地處理正常的電子郵件，給正常的工作造成很大影響。
　　如果能用對軟體用戶還可以指定不希望收取來自某個人或某個電子郵件地址的電子郵件，任何在這一黑名單中的電子郵件會被保存在一個特別的文件夾中一段時間，使用戶有機會仔細檢查是否有遺失的電子郵件。

什麼算垃圾郵件？

收件人事先沒有提出要求或者同意接收的廣告、電子刊物、各種形式的宣傳品等宣傳性的電子郵件；收件人無法拒收的電子郵件；隱藏發件人身份、地址、標題等信息的電子郵件；含有虛假的信息源、發件人、路由等信息的電子郵件都被視為垃圾郵件。
抑制垃圾郵件小竅門　

申請郵箱密碼盡可能不要用常用的字符組合，因為有些郵件是通過“字典檔案”自動寄發給用戶的；不要把郵件地址在網頁上到處登記，不要訂閱不健康的電子雜志等等；建議用戶至少用兩個固定的電子郵箱，一個專門處理私人郵件；最好不使用“抄送”方式發信，避免無意中給垃圾郵件的發送者提供更多的郵件地址，盡量使用“密送”方式；慎用“自動回信”功能，如果兩個互發郵箱都啟動這個功能，有可能形成惡性循環。

